
Started my information gathering with grab. A site I got from hackerone.com, And hackerone
grants security researchers permission to legitimately test other sites or company’s
infrastructures to find bugs or vulnerabilities.

Dnsenum –enum site.com : will perform a default and general scan on site.com.



DNSENUM –r site.com will enumerate form things like subdomain, ip classes etc.



wafWOOf site.com will check for a firewall on a site. It’s essential to know if your target has
an IPS/IDS protection, it will help figure out how to approach the target and the next
possible step to make.

Hping3 -1 site.com will use the ICMP protocol to test if the target is live or not. It’s important
to note that the site might be blocking the ICMP requests, in this case other advanced scan
can be made using nmap. Such as sending null,xmas or a single syn packet.



In this nmap scan I used the switch ‘–sS’ to perform a SYN stealth scan without completing
the TCP-3wayHandShake,’-T3’ just tells it to run at medium speed, it’s from (T1-T5) T5 being
the fastest and gets lower results, ‘--top-ports’ just says to scan the 2000 top ports.

WPScan will enumerate a wordpress site and list out things like headers, plugins, xml-rpc,
vulnerabilities, outadated versions etc.



So I decided to test the tools listed in the assignment using DVWA(Damn vulnerable web
application). Though I have practiced on it alot and its quite easy, it is still a good target to
practice most of the tools listed in the assignment

Netcat wasn’t listed in the assignment, but it is still a swiss army knife for any quick
network needs or spawning a reverse shell. after finding a command injection vuln in the
DVWA, netcat is used to gain initial access. WE would now process to post exploitation
stage. By using ‘weevely’.



After hosting our shell/payload on a server in my case locally using (apache2) we now proceed
to gaining a higher privilege. Either by finding a local privilege escalation bug in the kernel
through searchsploit, or by looking for SUID files, or any other means necessary. I used the old
nmap –interactive bug to become root.





Another quick exploitation using metasploit. From nmap scan of my target I discovered port
139 and 445 is open and runs a vulnerable piece of software samba 3.x-4.x. meaning that any
version of samba within the range 3-4 is vulnerable to remote code execution





Dirbuster for finding of hidden files and directories. Other command-line alternatives are
gobuster, ffuf etc.



Wireshark: can capture traffic based on an interface specified and filter precisely based on
IP and/or ports/protocol and other filtering options. Then saved as a pcap file for later
analysis.

Burpsuite is a must know tool for web pentester. It serves as a proxy tool to intercept web
request, to scan vulnerabilities using the automated options. And other addons and scripts
can be built and embedded using java or a python library ‘Jython’ to write python code that
will be converted to java using the library above.



Request from burp is saved in a text file that will be used and sent to sqlmap to
futher test the parameters for sql injections.

Sqlmap using the –r switch to ask for a ‘request’ fil. The –dbs tells sqlmap to find and
least the databases.



Sqlmap has many functionalities and can even spawn a shell into the database. Sqlmap can
drop a table completely or download it to local machine for later analysis.

Hydra is a multipurpose protocol terminal-based cracker/bruteforcer. Hydra can be a bit
challenging and unforgiving when it comes to syntax. Be mindful of various versions, and
browse the web for latest usage. Commands in previous version might throw an error in
newer version. always enumerate and note the usernames of your targets so that we only
bruteforce for passwords of the usernames.



theHarvester, a tool on Kali Linux, is used for reconnaissance. It extracts data (email
addresses, subdomains, etc.) from public sources. It's often employed by cybersecurity
professionals to assess vulnerabilities and enhance security posture.
Always reading the help options of any tool shows us ways to use the tool more effectively.





Hashcat is a powerful password recovery tool on Kali Linux, it is designed for cracking hashed
passwords. It uses brute-force, dictionary, and hybrid attacks to attempt password decryption.
Hashcat supports various hashing algorithms and provides an efficient means of testing
password security and recovering lost or forgotten passwords.



Here we try to make an MD5 password hash by echoing some plaintext password and piping
it into the md5sum tool in kali linux. This hashes will then be cracked using hascat and the
output sent to a cracked.txt file.
Note: Some issues can be encountered from trying to crack an hash via a virtual machine due
to the low resources(CPU,GPU) assigned to the VM.
So for effiecient cracking, i used my main PC.



After successfully using a dictionary file against the md5 hash, the output will be saved to a
cracked.txt file.



Netdiscover is a network reconnaissance tool used for passive network discovery. It scans a
local network to identify live hosts, their IP addresses, MAC addresses, and associated
manufacturers. Netdiscover aids in mapping and understanding the network topology,
helping security professionals in network monitoring, troubleshooting, and identifying
potential security risks.



ZAP (Zed Attack Proxy) is a popular dynamic web application security scanner on kali linux. It
is designed for detecting vulnerabilities in web applications through active scanning and
security testing. ZAP helps identify common security issues such as cross-site scripting (XSS),
SQL injection, and insecure configurations. It also provides features for manual security
testing, intercepting and modifying HTTP traffic, and generating reports to aid in securing web
applications.



Since ZAP is an alternative to the popular burpsuite, It is also a proxy tool and can be used to
intercept Web request. But before that, a local proxy host and port needs to be set. In the
above picture, a port of ‘8080’ was used which means in the browser network settings, a
proxy host and port with exact values will be set to intercept the request from the browser to
the ZAP proxy.

Unfortunately due to security reasons, our request was seen as malicious by the browser
when trying to intercept. In this case we need to prove the legitimacy of our proxy interceptor
so it doesn’t seem like a MITM attack. We will install the ZAP CA certificate in the browser.



Finally after our certificate is saved to our local disk and has been import into the browser CA
Authorities, We can now intercept our request without any futher interruptions.


